UNITY Multi-factor Authentication (MFA) Setup

Revision Date: 1-31-2025

Document Objectives:

=  Email MFA Setup
=  Microsoft Authenticator App MFA Setup

On your first login you will be directed to your UNITY Profile Page.

You will see the following highlighted message at the top of the page.

Please set up multi-factor authentication (MFA) by navigating to the MFA section in your profile. Choose your preferred method, then log out =
and log back in to complete the MFA setup.

UNITY-TRAINING

Uniform Nationwide Intersiate Tracking for Youth

Please Enter Login Information

Kentucky]PO - =T

| = ===

# Login

Forgot your password?

1. Users are accessing the UNITY System
2. System usage shall be monitored, recorded, and

subject to audi e :
3. Unauthorized use of the system is prohibited [r——]

Note: UNITY users have two options in setting up the MFA; using either the “Email Notification” [Email]
process -or- using the “Microsoft Authenticator App” [App] process. UNITY users do have the ability to
switch between the two options after the initial setup.

It is recommended that you first use the “Email” method unless you are familiar with and have used the

“App” method.

MFA Method

-
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Email - Multifactor Authentication (MFA) Setup Process

Upon logging into UNITY you will be directed to your “Profile Page” to update your “MFA Method” choice.

First, take time to review & correct all information in each of the “Profile” page sections.

= Demographics: Are the demographic data fields current, and correct?
= Task Grid Preferences: Are all three preferences checked?
=  Communications: Is the email correct, Is the Email Notification checked, & Email Verified?

= Challenge Questions: Areyour 3 security questions set up?

Before you set up and finalize your Email MFA process, please review carefully the “Communication” box to be sure
the section is setup and correct. If not, update these before you set up your Email MFA process.

U Ensure your “Email Address” is correct.
U Ensure your “Email Notification” is checked.
O Ensure your email has been verified.

o] Communication | ~

Email Email Verified

jiehnsen@juvenilecompact.org Verified on 1/13/2025

rnail Notifications © Verify Email

Mobile Phone Number Work Phone Number

Email To Text

In the “MFA” section carefully read the -7- Steps and then select “Email” in the “MFA Method” dropdown.

MFA Method Setup MFA Email Method
1. Ensure your above "Email” address is
correct.

togeled on.

3. Ensure your email has been verified in
the "Email Verified™.

4. Select Email as MFA Method.
5. Click Save.

6. You will receive an email with a "MFA
Email Code".

7. Log out and log back in using the
"Code" sent to your email.

When you have completed the careful review of your “Profile” page and Selected “Email” in the “MFA Method”
dropdown, click the “Save” button.

B
Click on the button.
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Go to the top right corner of the “Profile” page and “Logout” of your UNITY system.

A (4 | Kentucky PO 3

= Profile

| ': Resources
n log out and log back in to comple :8: vy Contacts

¥= Master Task List

L') Logout

Go to the UNITY login page and log back into UNITY.

Once logged in you will be redirected to “Please Enter Code from Email”.

UNITY-TRAINING

Uniform Nationwide Interstate Tracking for Youth

f’@ UNITY-TRAINING
Uniform Nationwide Interstate Tracking for Youth

Loy, ok

Please Enter Login Informaticn - B R .
Please Enter Code from Email

Kentucky)PO -

Vsrr’\cat\on Code ¥
a

Use Microsoft Authenticator App | Resend Email

& Login
Forgot your password?

1. Users are accessing the UNITY System
2. System usage shall be monitored. recorded, and
subject to audit

3. Unauthorized use of the system is prohibited 3. Unauthorized use of the system is prohibited

= Dewte . rapy Deiete - Dete i [vyp—
L]
s - favormes o
e = UNITY Verification Code
{2 Sore
@ o
) e A T training-noreply@icjunity.org @ & &
® To: ® Joseph Johnson Mon 1/13/2025 10:34 AM

Your Code is{501557 —

“\ Reply ~* Forward
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Carefully type or copy/paste this code into the “Please Enter Code from Email” box & click on “Submit”.

UNITY-TRAINING

Uniform Mationwide Interstate Tracking for Youth

Please Enter Code from Email

501557] e p

Use Microsoft Authenticator App | Resend Email

1. Users are accessing the UNITY Systemn
2. System usage shall be monitored, recorded, and

subject to audit
3. Unauthorized use of the system is prohibited

You are now logged into UNITY and you will use this “Enter Code from Email” process each time you log into UNITY
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Microsoft Authenticator - Multifactor Authentication (MFA) Setup Process

BEFORE STARTING: Download and Install Microsoft’s Android & iPhone App for Authentication.

1. Install the latest version of the Authenticator app, based on your phone’s operating system:

2. Google Android. On your Android device, go to Google Play to download and install the Microsoft

Authenticator app.

3. AppleiOS. Onyour Apple iOS device, go to the App Store to download and install the Microsoft

Authenticator app.

Upon logging into UNITY you will be directed to your “Profile Page” to update your MFA Method choice.

First, take time to review & correct all information in each of the “Profile” page sections.

= Demographics: Are the demographic data fields current, and correct?

= Task Grid Preferences: Are all three preferences checked?

=  Communications: Is the email correct, Is the Email Notification checked, & Email Verified?

= Challenge Questions: Areyour 3 security questions set up?

Before you set up and finalize your Microsoft App MFA process, please review carefully the “Communication” box to
be sure the section is setup and correct. If not, update these before you set up your Microsoft App MFA process.

O Ensure your “Email Address” is correct.
O Ensure your “Email Notification” is checked.
O Ensure your email has been verified.

#J Communication

Email

jiehnson@juvenilecompact.org

rnail Notifications

Mobile Phone Number

Email To Text

Email Verified

Verified on 1/13/2025

ESE=RE

Work Phone Number
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https://support.microsoft.com/en-us/account-billing/download-microsoft-authenticator-351498fc-850a-45da-b7b6-27e523b8702a#ID0EBBJ=Android
https://support.microsoft.com/en-us/account-billing/download-microsoft-authenticator-351498fc-850a-45da-b7b6-27e523b8702a#ID0EBBJ=iOS

Open your Microsoft Authenticator App open on your phone
-1- Select the “+” Icon at the top of the app

-2- Select “Work or school account” in the next screen

10:22 9
4 Search
il < Accounts

4 Search

-= Accounts
WHAT KIND OF ACCOUNT ARE YOU ADDING?
=. Personal gccgual _\
=. Work or school account - 2 - >

W

When you select “Work or school account” the following “Add work or school account” window opens on the screen

-4- Select “Scan a QR code”

EE WiFiCall = 16:18

4 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Work or school account

Add work or school account

3% ScanaQR code h —4—
[ signin

CANCEL

-5- Scan the QR Code in the MFA section of your profile page. This adds your UNITY account to the
Authenticator listings in the App

MFA
Setup MFA App Method MFA Method .
1. Dowinload the Microsoft Authenticator app App _6 -
from the App Store (i05) or Google Play Store
{Android).

2. Launch the app on your phone.
3. Tapthe "t Icon” at the top of the app.

4. Select Work account.

5.5can the QR Code.

6. Select App as MFA Method. B g
7. Click Save. ° K Ky JPS >
8. Logout and log back in using the code in gm——
the App. © 0
Q, Click ta Enlarge L LI
—— RS

-6- Select “App” in the “MFA Method” dropdown
Page 6 of 7



-7- When you have completed the steps -1- through -6- in the in the instruction set, click the “Save” button

Click on the _I button.

-8- Go to the top right corner of the “Profile” page and “Logout” of your UNITY system

; Profile

': Resources
'n log out and log back in to comple :&: vy Contacts

7= Master Task List

Q) Logout

-9- Upon login your will be prompted to provide a 6-digit code

-10- Go toyour Microsoft Authenticator App and select your UNITY account and note the 6-digit code to enter
into the UNITY login prompt.

761 @ E @

KentuckyJPO

1CJ Unity

&4 UNITY 5
= jiohnson@juvenilecompact.org One-time passwords enabled

Ke Ky P < 8@ You can use the one-time password codes
e 4 generated by this app to verify your sign-ins

e Kentucky PO e One-time password code
y ® ]

396 114

_—

k) UNITY-TRAINING

Uniform Nationwide Interstate Tracking for Youth

E) UNITY-TRAINING

Uniform Nationwide Interstate Tracking for Youth

Please Enter Code from App Please Enter Code from App
h‘e'ﬂcau:ﬁ Code » |—> 453704 @ #
Use Cade from Email Use Code from Emal

1. Users are accessing the UNITY System
2. System usage shall be monitored, recorded, and

1. Users are accessing the UNITY System
2. System usage shall be monitored, recorded, and

subject to aul
3. Unauthorized use of the system is prohibited

subject to ai
3. Unauthorized use of the system is prohibited

You are now logged into UNITY and you will use this “Enter Code from the Authenticator App” process each time you
log into UNITY
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